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ABSTRACT 

 
ARTICLE INFO 

Improving network security is a difficult problem that requires balancing several 

goals, such as defense cost and need for network efficiency, to achieve proper 

results. Modeling the network as a game and using optimization problems to select 

the best move in such a game can assist network administrators in determining an 

ideal defense strategy. As time and technology advances, the people become more 

reliant on the services provided by Industrial Control Systems (ICSs). Mainly used 

in the critical infrastructure industries, the ICSs have realised and enabled a myriad 

of services essential to individuals, the public and organizations on a daily basis. 

Developments in networking technologies, open standards and the use of legacy 

devices in the ICSs have brought about a paradigm shift in the way ICSs 

interconnect with each other and operate over long geographical distances. The 

legacy devices come with inherent vulnerabilities which may be costly to patch 

and/or may not be possible to patch and these in turn are a source of threats to the 

entire ICS. 

 

Keywords: Cyber security; optimal defence strategy; multi-objective optimization; 

network security 

Article History 

Received: 29
th 

December 2018 

Received in revised form : 

29
th 

December 2018 

Accepted: 1
st
 January 2019 

Published online : 

2
nd

 January 2019 

 

I. INTRODUCTION 

As time and technology advances, many systems, 

services, people, organizations, and nation are 

increasingly relying on ICSs. A review by the 

Department of Homeland Security (United States) 

reported a continued increase in the frequency and 

sophistication of cyber-threats against the country’s CI 

with over 145,000 cyber security incidents in the year 

2015 [2]. This trend can destabilize national services 

and cripple the national economy and therefore 

protecting the ICSs is of utmost importance for both 

the economy and stability of a nation [3]. According to 

the National Institute of Standards and Technology 

(NIST), security metrication facilitates decision 

making, determining the efficiency and performance 

as well as the security posture of an organisation [4]. 

The risk-based approach is an effective approach 

against cyber-attacks in the ICSs [3]. The NIST 

Special Publication 800-82r1 further emphasizes the 

need for assessing and rating risk of possible 

vulnerabilities [1]. Risk analysis, as an approach for 

security metrication, guides organisations in their 

approach to security and helps them manage the 

security in a systematic, repeatable and formal way. 

Furthermore, Risk analysis empowers the management 

with vital information including; justification for cost-

effective countermeasures and mitigation approaches, 

highlighting areas that need to be made more secure 

and those that can be less secure, and increases 

security awareness by assessing and reporting the 

strengths and weaknesses of the security posture an 

organization. ICSs have the potential of being much 

better if the security is enhanced and handled using a 

more proactive approach. The risk analysis helps in 

identifying the probable consequences/risks associated 
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with the vulnerabilities and prevent information 

leakage and security attacks. 

 

II. PROBLEM STATEMENT 

 

Problem Statement The adoption of emerging 

technologies (e.g. the Internet, wireless sensors and 

smart devices), in addition to using legacy devices, 

introduced a myriad of vulnerabilities in the ICSs 

making them target systems for both internal and 

external attacks. Due to the high reliance on 

technology interconnection and inter-connectivity, 

ICSs have experienced an increase in potential 

vulnerabilities and potential risk to the operation. The 

situation is further exacerbated by the critical nature of 

the ICSs, making them attractive to a wider and more 

sophisticated attack space, ranging from ’script 

kiddies’ experimenting their skills to both passive and 

active attacks from other nation states, activists and 

terrorists. Unlike in traditional Information 

Technology (IT) systems, attacks on ICSs can result in 

physical damage to the controlled systems and to the 

people using them. This project focuses on the use of 

risk analysis techniques as a preventive and security 

measure to mitigate the effect of such attacks on ICSs. 

 

III. SECURITY METRICS 

 

Computer security:  

The NIST Computer Security Handbook gives the 

classic definition of computer security as the 

protection afforded to an automated information 

system in order to attain the applicable objectives of 

preserving the integrity, confidentiality, and 

availability of information system resources. Therefore 

a secure system should protect its information and 

system resources against; tampering and modification 

of information, access of the information by 

unauthorised individuals, and ensure that authorised 

users get the right information when they need it.  

 

Security metric:  

Much research has been carried out with the aim of 

formalising the security metric definition and in fact, 

the Workshop on Information Security System Rating 

and Ranking (WISSRR) in Williamsburg, Virginia 

2001 was a big initiative towards structuring and 

characterizing the information security measurement 

problem in order to identify "good practices", and to 

determine potential research directions. Furthermore, 

many researchers confirm that ’metrics’ are often 

confused with ’measurements’ and therefore argue that 

a clear distinction between a metric and a 

measurement is needed to define a metric. Despite the 

extensive research in this field, the term ’security 

metric’ is still a gray area, receiving several definitions 

and understands from different researchers. It is still an 

area of great debate with no single universally agreed 

definition. 

 

IV. VARIOUS FORMS OF CYBERCRIME 

 
Cybercrime denotes criminal activity including 

internet, computers or any other inter-connected 

infrastructure. The term that covers crimes like 

phishing, credit card frauds, illegal downloading, 

industrial espionage, child pornography, scams, cyber 

terrorism, creation and/or distribution of viruses, Spam 

and so on.  

 

4.1 Cyber Stalking  

It is defined as an act which is frequently done by 

intruding into individuals’ personal life to cause 

distress, anxiety and fear. Cyber Stalkers often take the 

advantages of anonymity of internet that allow them to 

continue their activities without being detected. 

Actually, an intrusion is possible in individuals’ 

personal life by approaching to their friend circle, 

family members or sending fake letters and mails to 

targeted person electronically. Cyber stalking harasses 

a person psychologically therefore it is sometimes 

referred as “psychological rape” or “psychological 

terrorism”. About 90% stalkers are male and around 

80% females are victims of such kind of harassment.  

 

4.2 Intellectual Property Theft  

The Intellectual property is defined as an innovation, 

new research, method, model and formula that have an 

economic value. Intellectual property is protected with 

having patents and trademarks and with the copyright 

on videos and music as well. It is clear that market 

secrets and internal business information are highly 

attacked assets for any organization. This business 

information may be in various forms such as future 

product design, customer lists and price lists etc. the 

internet is the frequently used medium to facilitate the 

Intellectual property theft because it is easy to mask 

the identity on network.  

 

4.3 Salami Attack  

In the salami cyber attack, cyber criminals and 

attackers steal money in very little amount from 

several bank accounts to make a huge amount. The 

alteration becomes so insignificant that in a single case 

it would be difficult to notice. Suppose, a bank 

employee creates a program into banking software, 

that reduces a insignificant amount of money (say Rs. 

3 a month) from the account of each customer. It is 

general perception that no customer will probably 

notice this unauthorized deduction, but it will be 

beneficial to cyber criminals that make large money.  
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4.4 E-Mail Bombing  

It is sending of enormous amount of e-mails to a 

targeted person. A large amount of e-mails simply fill 

up the recipient's inbox on the server or, in some cases, 

server becomes fail to receive such large amount data 

and stops functioning. There are many ways to create 

an e-mail bomb like “zombie” or “robot” which are 

capable to send continuous thousands or even millions 

of e-mails to recipients’ e-mail address. E-mail is 

bombing and e-mail flooding, both the terms are used 

interchangeably and represent the same phenomena. It 

is said e-mail bombing as the recipient’s inbox gets 

filled up with large number of undesired mails and the 

targeted person does not become able to receive 

further important e-mails.  

 

4.5 Phishing  

It is a kind of fraudulent attempt that is made through 

email, to capture personal and financial information. 

Perpetrator sends e-mail that seems to come from well 

known and trustworthy address ask for your financial 

information such as bank name, credit card number, 

social security number, account number or password. 

It is common for phishing attempts that e-mails appear 

to come from sites and companies that do not even 

have a bank account.  

 

4.6 Identity Theft  

Identity theft is a type of fraud in which a person 

pretends to be someone else and does crime with the 

name of someone else. Perpetrator steals key pieces of 

information such as name, address, credit card number, 

bank account number to impersonate a person and 

commits crimes in his/her name. Perpetrator can use 

stolen personal and financial information to access 

your bank accounts, opening new accounts, 

transferring bank balances or purchasing etc.  

 

4.7 Spoofing  

It refers to a technique to have unauthorized access to 

computers, whereby perpetrator sends messages to a 

networked computer with an IP address. At the 

recipient end it seems that messages are being 

transmitted from a trustworthy source. To conduct IP 

spoofing, a hacker first makes attempt to find an 

trusted host IP address and then modification and 

alteration of packets are done to show that the packets 

are being generated form original host. 

 
V. CONCLUSION 

 

Despite existing guidelines and frameworks, designing 

and managing for security in cyber‐enabled systems 

remains difficult. This is in large part due to the 

challenges associated with the measurement of 

security. A critical element in eliciting a meaningful 

metric is in gathering the relevant information about 

one’s system and aligning that metric with measurable 

goals and strategic objectives. For ICSs, time, safety 

and continuation of services factor considerably into 

overall goals, since many systems are in a position 

where a failure can result in a threat to human lives, 

environmental safety, or production output. 
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